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Abstract of document:

This document studies the security and privacy aspects of proximity based services in 5G system phase 2. It covers the following issues:

-
Security and privacy key issues, threats and potential requirements of proximity based services in 5G system phase 2.
-
Potential security solutions to cover these potential requirements.
Both roaming and non-roaming scenarios are considered.
Changes since last presentation to TSG SA Meeting#99:

None
Outstanding Issues:

Some editorial work needs to be cleaned up.
Contentious Issues:

-
Key issue #1: In Model A, how to ensure validity of protected discovery sets in relay announcements messages is to be addressed during the normative work.
-
Key issue #2: L2 U2U E2E security with relay reselection using pre-established communication security keys.
-
Key issue #2: DCR message protection in U2U relay communication with integrated discovery.
-
Key issue #4: Privacy of End UE (KNRP ID) in L2 U2U during relay reselection.
-
Key issue #5: It has not yet reached a conclusion.
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